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Data Protection & Confidentiality Policy
1. Policy Statement
The North West Cricket Union (NWCU) is committed to ensuring that all personal data collected, processed, and stored in the course of its activities is handled in accordance with the UK GDPR and Data Protection legislation. NWCU also recognises the importance of maintaining confidentiality to protect the privacy and welfare of participants, staff, volunteers, and other stakeholders.
This policy applies to all NWCU Board members, staff, volunteers, coaches, club officials, and anyone acting on behalf of NWCU.
2. Scope
This policy covers:
· Collection, storage, and processing of personal and sensitive data
· Handling of confidential information
· Sharing of information with third parties
· Data security and retention
It applies to all data in any format, including paper records, electronic files, emails, and photographs or videos where individuals are identifiable.
3. Principles
NWCU will ensure that all data is:
· Processed lawfully, fairly, and transparently
· Collected for specified, explicit, and legitimate purposes
· Adequate, relevant, and limited to what is necessary
· Accurate and kept up to date
· Retained only for as long as necessary
· Handled securely to prevent unauthorised access, loss, or disclosure
Confidentiality will be maintained at all times, particularly for safeguarding, disciplinary, and medical records.
4. Roles & Responsibilities
Board of Control
· Ensure compliance with data protection legislation
· Monitor implementation and review policy annually
Data Protection Officer / Designated Staff
· Oversee data management practices
· Respond to data subject access requests
· Conduct data protection impact assessments where required
Staff, Coaches & Volunteers
· Comply with this policy in all activities involving personal data
· Maintain confidentiality of sensitive information
· Report data breaches or incidents promptly
Clubs
· Ensure all club members handling personal data comply with NWCU policy
· Keep accurate and secure records for players, staff, and volunteers
Individuals
· Understand their rights under data protection law
· Provide accurate information and update records where necessary
5. Data Collection & Consent
· Obtain consent where required, especially for children and vulnerable participants
· Collect only necessary data to deliver cricket activities, coaching, competitions, or governance functions
· Ensure participants and guardians are aware of how data will be used and stored
6. Data Sharing
· Share data only where necessary and lawful, for example:
· With statutory bodies for safeguarding purposes
· With Cricket Ireland or affiliated clubs for cricket operations
· Third-party sharing agreements must be in place and comply with data protection legislation
7. Data Security & Storage
· Personal data must be stored securely, whether digitally or physically
· Access is limited to authorised individuals only
· Digital data must be protected with strong passwords and secure systems
· Paper records must be stored in locked cabinets
8. Data Retention & Disposal
· Personal data will be retained only for as long as necessary to fulfil the purpose for which it was collected
· Confidential records will be securely destroyed when no longer needed
· Retention periods will follow statutory guidance and best practice
9. Breaches & Reporting
· Any data breaches, loss, or unauthorised disclosure must be reported immediately to the designated NWCU staff
· NWCU will take prompt action to mitigate risk and comply with legal reporting obligations
10. Monitoring & Review
· The NWCU Board of Control will review this policy annually
· Updates will be made to reflect legislative changes, best practice, or organisational needs
Related Policies
· Safeguarding & Child Protection Policy
· Code of Conduct
· Disciplinary & Complaints Policy
· Photography, Videography & Social Media Policy
· Health & Safety Policy
· Vetting & Access NI Policy
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